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The Optimal Model for Copy-Move Forgery Detection in Medical Images

Abstract

Background: Digital devices can easily forge medical images. Copy-move forgery detection (CMFD)
in medical image has led to abuses in areas where access to advanced medical devices is unavailable.
Forgery of the copy-move image directly affects the doctor’s decision. The method discussed here is
an optimal method for detecting medical image forgery. Methods: The proposed method is based on
an evolutionary algorithm that can detect fake blocks well. In the first stage, the image is taken to
the signal level with the help of a discrete cosine transform (DCT). It is then ready for segmentation
by applying discrete wavelet transform (DWT). The low-low band of DWT, which has the most
image properties, is divided into blocks. Each block is searched using the equilibrium optimization
algorithm. The blocks are most likely to be selected, and the final image is generated. Results: The
proposed method was evaluated based on three criteria of precision, recall, and F1 and obtained
90.07%, 92.34%, and 91.56%, respectively. It is superior to the methods studied on medical images.
Conclusions: It concluded that our method for CMFD in the medical images was more accurate.
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Introduction

Intentional manipulation of an image to
change its information is called image
forgery.l'”) The most important forgeries
are adding, deleting, or identifying objects
in the image. Changing any feature or
content of the image will result in forgery
if it leaves no trace of the change in the
result.’! The number of software that edits
the image for free is very large. Therefore,
image forgery is very common. In contrast
to image forgery, image forgery detection
algorithms must be strong enough to detect
image forgery.?4

Copy-move forgery (CMF)5 or simulation
forgery is one of the most common types
of image forgery. In forging copy-move,
the part of the image with the appropriate
feature is copied and then selected by
selecting the appropriate location. It is
posted in another part of the same image.”
The main purpose of forging copy-move
is to hide objects and image aspects. The
same areas in the CMF can have different
sizes and shapes and can be pasted the
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forged part of the image one or more times
in different places Figure 1.1

Today’s systems are replacing traditional
paper-based health records to be more
efficient in retrieving, accessing, and
transferring data.’’! They have a lot of data
about people, such as age, weight, medical
history, allergies, magnetic resonance
imaging scans, and computed tomography
scans.'” An internal attacker working in
health-care systems or an external intruder
via the Internet may interfere with the
treatment process by altering the patient’s
health images. Defaming movie stars,
politicians, or ordinary people and creating
confusion in the patient insurance process
is one of the most important reasons.
Therefore, one must authenticate such
digital records before any treatment or
review.

Forgery in medical images® is one of the
most important issues in forensic medicine.
People get insurance benefits by forging
medical pictures. It has sometimes been
observed that an athlete refuses to perform
exercises or competitions by changing
medical images. By falsifying their medical
images, workers persuade employers to
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grant special benefits. If applied to a medical image, CMF
misleads the physician or hospital staff.l'”! In CMF, a part
of the body is placed in the same part and confuses the
doctor.

The motivation of CMF detection (CMFD) of medical
image is to detect manipulated images. Image forgery
detection is very important, and researchers are focused
on CMFD and have achieved excellent results. According
to the studies, CMF can be classified into two general
methods!'! based on block and keypoint.

Block and keypoint methods

In block-based image forgery detection methods, the
image is divided into several blocks, and the main
features are obtained according to the selected blocks.
Several different properties are selected from blocks in a
block-based method. For example, the principal component
analysis (PCA) method by Hilal and Chantaf has been
introduced.!"” The PCA method is used to describe blocks
of low complexity. Another important method introduced
in the past by Lee (2015) is the extracted uniformly
positioned binary patterns (BPs) that were based on circular
blocks.!'! The block method considered in this article is
discrete cosine transformation (DCT), introduced by Vega
et al. in 2018.01413

Keypoints are extracted from the image in methods
that use a keypoint. The most important method
among keypoint methods is the scale variable property
conversion (scale-invariant feature transform [SIFT])
method,"® which many studies use as a suitable descriptive
method for detecting forgery. Amerini, in 2011, detected
CMF based on the SIFT feature, which has obtained very
good results.'"*'”" The SIFT method has been modified
and improved in many studies. In Amiri et al., an optimal
model of SIFT is introduced.”

One of the recently considered methods is evolutionary
methods in optimizing the detection answers of fake
copy-move images. Agarwal and Vermal™ wused the
emperor penguin optimization algorithm to optimize the
selection of blocks. The results!'™ show the superiority of
the proposed method in selecting similar blocks over many
block methods. Amiri et al.®! used the SIFT optimization
method, and Uma and Sathyal" used the football game
optimization method. The balance optimization method is
one of the newly introduced evolutionary methods, which

Figure 1: An example of image forgery

can work on images due to its agent-oriented structure. The
article?” is based on the forgery of public images available
on the Internet, which has been done with the help of a
bat evolution algorithm. The wavelet feature detection
method and the bat evolution algorithm are used. The very
important point of this article is that its results are not on
the medical image database, and general images are used.
The results of these two methods on medical images are
different, and the present article has a much better answer.

Equilibrium optimization

So far, many evolutionary algorithms!'®'”! have been
introduced. Evolutionary algorithms such as equilibrium
optimization (EO) can solve various problems based on
intelligent principles.?! The mass balance equation is
obtained according to the amount of mass entered into the
system. The mass balance equation to the input equals the
sum of the first and second output mass Figure 2.

Sometimes, it occurs in the accumulation system, which
must maintain the stable energy equation and the state of
general equilibrium. In the case of accumulation, the sides
of the equation must be equal.?!

Vili—f= QCeq -0C+G (1)

According to Eq. 1, the mass production rate equals the
number of changes in the input per second. In Eq. 1, C is
mass per cubic meter, Q is the velocity, V is volume, and
dc/dt indicates the volume change rate.

According to these cases, Q * C will be the system’s input,
and its unit is in kilograms in seconds. QC is also the
concentration that goes out of control volume.?"

Eq. 1 is a first-order differential equation showing the
general mass equilibrium equation. In Eq. 1, the mass
change over time equals the amount of mass entering.*

If there is no change in the system and Vdc/dt is 0, a steady
state of equilibrium is achieved. A stable equilibrium is

e
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Figure 2: Input and output in the mass balance equation?"
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a state in which a change in an equation does not occur
during the period of stability. Therefore, the parameters of
the stable equation do not change over time. In general, a
constant equilibrium state is obtained when the input and
output of the equation are constant.?!!

With the help of an evolutionary algorithm, this article
introduces an optimal method for detecting forgery in an
image. Section 2 presents a copy-move detection algorithm
based on an EO algorithm (EOA). Section 3 presents the
experiments, and Section 4 presents the Discussion.

Related work

Today, everything seen in digital medical images can be
unreal due to the emergence of advanced systems and
image editing software. It is easy to edit digital images
without leaving a trace of manipulation, so detecting
manipulation is difficult to see. Image falsification has
become a major threat to information credibility. Forensic
image analysis aims to detect and locate image forgery
using multiple clues that allow it to determine whether or
not an image is authentic. CMF is the most challenging
among the digital image forgery types.

An adaptive forgery detection approach was proposed
in 2014.™1 This research used the standard deviation to
evaluate the energy of the blocks’ frequency coefficients.
Jaberi et al.”¥ discussed the keypoints and used the Kd-tree
feature for similarity matching. Liu et al.? proposed a
method that relies on the gradient-oriented histogram.

Among the CMFD methods, keyword-based methods are
very popular. In these methods, the keypoints of the image
are selected. The situation where two keypoints in the image
have the same feature is called forgery. The study™® in 2018
presents a fast SIFT-based method for detecting CMF. The
method introduced in this article is SIFT feature selection
along with fuzzy clustering. In the study®® in 2018, image
change detection was done using the JPEG compression
model. The main problem with JPEG compression is that
pixels have different values after being transferred to a
different position and stored in JPEG format. This method
has provided low detection ability in cases such as rotated
and uncompressed images. In the study™ in 2019, the use
of local fixed symmetry features to detect image forgery
is presented. The proposed scheme can detect multiple
copy-move forgeries but has obtained inappropriate results
in noisy images. In the 2019 study®?” on CMF using SIFT,
fixed points and growth strategy are imaged. The proposed
scheme effectively identifies copy-move duplicated regions.

Another method of detecting forgery is detecting fake
blocks. Most of the studies in this field have used the discrete
wavelet transform (DWT) method. In the study®™ in 2018, a
suitable technique to detect forgery and fake displacement
in digital images is presented through stationary wavelet
and discrete cosine transform. This technique extracts
features based on stationary wavelet transform to reveal the

forgery of digital images. To evaluate the proposed method,
two standard datasets, namely CoMoFoD and UCID, have
been used for testing. Forgery detection methods are used
in forensic applications. This method has low detection
in compressed images. The study™ published in 2015
introduces a CMFD model based on DCT blocking. In this
article, a method for authentication of images is presented.
The proposed method detects copy-move changes in an
image by using a discrete cosine transform. However, the
discrete cosine method has a high computational cost.
To reduce the computational complexity, Huang et al.*]
truncate the feature vector by using a constant to reduce
the feature dimensions and present a scheme to check the
similarity between feature vectors. Mahmood et al.*® used
RBF to reduce the dimensionality of the feature vector,
which improved the efficiency of the feature-matching
process.

In current studies, combined methods are of interest. The
use of deep learning methods, optimization algorithms, and
statistical models, along with general detection methods, has
increased the accuracy of counterfeit detection. Popescu and
Farid®! have focused on detecting duplicate image regions
based on PCA. In the study®® in 2018, forgery detection
was done using binary separation features. This method
is a combination of common methods based on block and
keyword. The results of the experiments show that the
proposed method has better results in terms of accuracy,
recall, and F1 criterion. A study®! in 2019 detected
counterfeiting based on density-based clustering. The
proposed method has provided a suitable solution in various
challenging conditions but has obtained inappropriate
solutions on compressed images. The method® is fast
object recognition with the help of deep learning. This
article presents a deep architecture for compressed images
for better object detection. In the study™ in 2019, image
segmentation based on the gray wolf optimization algorithm
is presented. The study!” in 2022 studied the optimization
of CMFD with the help of a football game optimization
algorithm. In the article!™ published in 2021, a forgery
detection method is based on superpixel areas. The
innovation of this article is the use of the emperor penguin
optimization algorithm in optimizing the selection areas.

Subjects and Methods

This section proposes CMFD using an
EOA (CMFDEOA) Figure 3. Evolutionary algorithms in
the first stage should be initialized with a random amount.

As a result, one of the major challenges in solving this
problem is the initialization of the EOA algorithm. Another
issue is how to optimize based on the type of input features
of the algorithm. Choosing the feature impacts optimizing
the algorithm and thus detecting forgery.

In the first step, an image is received as input. If the input
image is a color image Figure 4a, it should be converted
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into a grayscale image Figure 4b using the following
formula.

Y = 0.298R + 0.582G + 0.117B  (2)

The proposed method will convert the gray image obtained
from the previous step to a new matrix with the discrete
cosine transform (DCT) function.”!! Converting an image
to a DCT matrix will result in a matrix of image size. This
operation is performed with the help of a discrete cosine
function, which is a type of conversion in the frequency
domain.

The copy-move detection method will convert the gray
image obtained from the previous step to a new matrix with
the discrete cosine transform (DCT) function. Converting
an image to a DCT matrix will result in a matrix of image
size. This operation is performed with the help of a discrete
cosine function, a type of conversion in the frequency
domain.

The DCT matrix must be converted to a suitable matrix
using a feature discovery method. A DWT is a matrix
that can achieve the appropriate EOA property. The
DCT matrix is converted to a wavelet matrix using the
two-dimensional (2D) wavelet (DWT) function.’® This
matrix has four bands: low-low (LL), low-high (LH),
high-low (HL), and high-high (HH). The band to be
transferred to the next stage will be the LL band. The LL
band will have the most connection with the main image.
The conversion of a gray image into a wavelet is done
according to Eq. 3.

Convert RGB
Input: to
an Imag Gray Image

Detection
Result

Transformation

Selecta
New Block

if (all blocks is checked)

(LL, LH, HL, HH) =
function [gray image])  (3)

2D DWT function (DCT

At this step, the converted LL matrix with the size M X N
is divided into M — b + 1) x (N — b + 1) overlapping
blocks by sliding the window of 10 x 10 pixels along the
upper-left corner right down to the lower-right corner. The
size of each image block is b x b pixels. Bij represents
the image blocks, where | <1< (M —b + 1)and 1 <
S(N—-b+1).

The most important part of the copy-move detection
method is the selection of equilibrium points and forgery
detection with the EOA evolutionary algorithm. At this
stage, we will select each of the blocks in order. These
blocks are entered as input to the EOA algorithm, and
the equilibrium determination operation begins. Like
evolutionary algorithms, the EOA algorithm®" has random
input segments. This section selects three random blocks
from all other blocks as equilibrium blocks. The balance
check is performed by Eq. 1 and the input block. A very
important point in using this method is to check the
similarity of the blocks. The similarity of the blocks is
investigated using the fitness function (Eq. 4).2

fimess (m.n) = é yz (‘Il(xl+m—1.y'+n-1)—12(x1.y1)‘)
=1 =1 @

Fitness (m, n) shows the position in the block of the
original, and I1 and 12 are values of the pixel for the
original block and another block. The best fitness value is
the minimum matching point. Fitness calculation requires

DCT

‘ DWT Transformation ’

!

Image
Segmentation

Select Blocks
and
Check equilibrium
points using EOA

Figure 3: CMFD with EOA, DWT, and DCT. CMFD: Copy-move forgery detection, DWT: Discrete wavelet transform, DCT: Discrete cosine transform, RGB:

Red, Green, and Blue

Figure 4: Copy-move with EOM, DWT, and DCT. (a1) RGB, (a2) Grayscale, (a3) Matching, (a4) Detection of forgery. EOM: Equilibrium Optimization Matching,
DWT: Discrete wavelet transform, DCT: Discrete cosine transform, RGB: Red, Green, and Blue
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calculation (x1-x2 + 1) x (yl — y2 + 1) values of fit, and
this item cannot detect all suitable forging blocks well.
Here should be an optimal algorithm for a better selection
of search areas. The proposed algorithm is an EOA
algorithm, which results in good answers according to its
equilibrium structure.?”!

The maximum similarity is the best fitness function values
in each round. The desired equilibrium parameters in
each round will select a row of blocks and balance them.
This process is done in two rounds for rows and columns
of blocks to ensure that the balance is achieved. The
CMFDEOA Figure 5 model compares all the image parts
and returns the part with the most similarity.

The number of steps of this algorithm depends on the
number of blocks obtained. After completing all the
steps, the blocks with the most balance are selected as the
forgery samples. Using the CMFDEOA model, the model’s
sensitivity in selecting blocks increases. Compared to
similar block models, the innovation obtained in this model
is the selection of better formats and more sensitivity to the
blocks.

The studies found that the CMFDEOA algorithm could
not correctly detect about 45% of images in the first
round. Still, the modified process was in other periods
due to its evolutionary structure and obtained satisfactory
results.

Results
Database

The proposed CMFDEOA method is applied to 300
medical images. This dataset, available on https://www.
ctisus.com/teachingfiles/chest/285194 website, contains 200
fake and 100 original images.

Fake images are synthetically formed using image editing
tools to study the performance of the developed method.!”
Results are given for simple forged, rotating forged (5°,
10°, and 15°), and noisy forged images.

Figure 6 shows applying the proposed model to the
existing database. The images of the first group are
fake, and the second group detected images. Based on
the results, the proposed method can detect fake parts
of the images to a large extent and return the appropriate
blocks.

Performance measures

The image forging system aims to increase the accuracy of
detecting and finding all pixels belonging to the tampered
area. The function of forgery detection systems is tested on
image and pixel levels. The function of forgery detecting
areas at the image level is emphasized on whether an image
is manipulated or not. In contrast, the forgery detection
function at the pixel level focuses on the correct location of
the manipulated areas.

Start Algorithm
f=input image;
fl=grayscale image(f) by Eq. 2;
Dctmatrix= DCT function in Gray Image;
[LL, LH, HL, HH] = 2D DWT function in Dctmatrix;
Select LL in output DWT function;
11=segmentation section with 10 x 10 in LL matrix;
for k=1 to all section
12=select a segmentation in 11

Begin EOA algorithm

Step 2: while Iteration < Max Iteration do

if (t(CI<fit(C.yy) then
Replace C; with C,,;

Replace C; with C,,;
end if
Coe=(C+CY/2;
Change C.,; and Cigp with C,,
Step 4: end while

End EOA algorithm
End for k;

Step 1: Initialization. Initialize random the population with two section and select row and column;
Assign free parameter a;=2, a,=1, GP=0.5

Step 3: Evaluate the fitness by Eq. 2 for each particle in section image by Eq. 4, C; is row or column

section, and C,and C,,; are two section of the population.

else if (fit(C)>fit(Ceyr)) & (fit(C)<fit(C.y) then

Step 5: Convert the selected blocks to the image with discovered areas.

End Algorithm.

Figure 5: Copy-move detection algorithm with EOA, DWT, and DCT. EOA: Equilibrium optimization algorithm, DWT: Discrete wavelet transform, DCT:

Discrete cosine transform

Journal of Medical Signals & Sensors | Volume 14 | Issue 2 | February 2024 5
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In general, three commonly used indexes, precision (Eq.
5), recall (Eq. 6), and F1 (Eq. 7), indicate the effectiveness
of the method in discovering the image forging. They are
calculated as:P”

Precision = A|TO|B (5)
Recall = % (6)

Precision. Recall
F1=2x (7
Precision+ Recall
Two factors, A and B, are defined to calculate these
parameters. The first factor, A, is forgery images identified
by the CMFDEOA, and B is defined as forgery images

available in the data set.

F1 includes two precision and recall benchmarks defined as
a weighted average criterion because precision weights and
recall are used according to Formula 7.

In this section, some of the results of image forgery
detection are examined with the help of various methods.
One of the discussed algorithms is forgery detection with

(d1) (d2)

Figure 6: The proposed method in the CMFD on the dataset. (a1, b1, c1,
and d1) Main forged image and (a2, b2, c2, and d2) detected forgery region.
CMFD: Copy-move forgery detection

the help of the CMFDEOA algorithm. Keypoint-based
methods can automatically detect fake images, but
their results are inaccurate. The higher the accuracy of
image forgery detection, the more powerful the proposed
algorithm is compared to other methods.

The results of comparing the CMFDEOA algorithm with
other methods studied on the dataset are given here. The
database contains 300 images without forgery, forged
images, rotation, and noise. The results are given in Table 1
for the two sections of images without forgery and images
with forgery.

Comparison results and analysis

Table 1 shows the performance differences in the types
of fake images in the database. The accuracy of detecting
nonfake images is excellent. In contrast, it detects fake
images with about 95%, which is a very good result.
In rotated images, the accuracy is lower as the number
of rotations increases. The existing noise images were
created using a Gaussian function with a factor of 0.1. The
proposed method’s image forgery detection accuracy in
Gaussian noise images is about 90%.

Table 2 shows the high-performance accuracy of the proposed
method on the existing database. In addition to precision,
there is excellence in the recall and F1 criteria. The results in
Table 2 show that the introduced method (CMFDEOA) has
the highest F1 (98.47%), followed by 96.91% in suggested
MEVA and GBO-based method (SMGM) and 90.11% in
classical SURF-based method (CSM) for the forged images.
The results in Table 2 show an improvement of about 2%.
Therefore, the proposed method has improved the results in
forgery-detecting areas. The most important feature of this
method is the selection of optimal blocks that other methods
have not been able to detect.

Discussion

Block-based or key-based methods can detect image
forgery. The method introduced is an EOA-based algorithm
called CMFDEOA, which focuses on detecting CMF.
Experimental analysis of the proposed method showed
its effectiveness in detecting CMF. This method offers
higher precision. The precision in Tables 1 and 2 is better

Table 1: Comparison of the proposed method in the data

set

Actual class Rate of Rate of Rate

precision  recall of F1

(%) (%) (%)

Original 100 100 100
Simple forgery images 100 95.0 97.43
Forgery images with rotation (5°) 94.0 94.0 94.0
Forgery images with rotation (10°) 90.5 90.0 90.24
Forgery images with rotation (15°) 89.0 90.0 89.49
Forgery images with noise 90.5 89.0 89.74

6 Journal of Medical Signals & Sensors | Volume 14 | Issue 2 | February 2024
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Table 2: Comparison of the proposed method and other

methods
Algorithms Rate of Rate of Rate of
precision (%)  recall (%) F1 (%)

SMGM!M!

Original image 100 100 100

Forged image 100 94.0 96.91
CSMI

Original image 100 100 100

Forged image 100 82.0 90.11
BAM[ZO]

Original image 100 99.0 99.49

Forged image 86.5 90.5 88.45
MROGH®!

Original image - - -

Forged image 93.6 91.7 92.6
Gabor filter™!

Original image - - -

Forged image 83.3 90.9 86.92
SIFT-ACO™!

Original image - - -

Forged image 90.0 89.63 89.81
Proposed method

Original image 100 100 100

Forged image 100 97.0 98.47

SMGM: Suggested MEVA and GBO-based method, CSM: classical
SURF-based method, BAM: bat algorithm with mutation, MROGH:
Multiple Region of Gradient Hog feature, SIFT-ACO: scale-invariant
feature transform-Ant Colony Optimization

than other algorithms. Tables 1 and 2 also show that the
proposed CMF method obtains forged points with 98.47%
in the F1 for the medical image dataset. It is possible to
improve the accuracy of local point detection and expand
the detection area in the future. Fraud detection in medical
images can be investigated based on forgery by the operator
or transmission interference by the Internet.

Conclusion

Medical data is always at risk of data loss. Due to the
increasing development of image editing software, it is
possible to forge medical images. If a medical image is
intentionally altered, it increases the possibility of physician
error. Therefore, detecting forgery in these images is very
important. The introduced method is an optimal method
based on DCT and DWT. This method has been able to
detect forgery image in all kinds of medical images.
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